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Status of this Meno

This meno provides information for the Internet conmmunity. It does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Abst r act

This FYl RFC answers the question, "What is the Internet?" and is
produced by the User Services Wrking Goup of the Internet

Engi neering Task Force (I ETF). Containing a nodified chapter from Ed
Krol's 1992 book, "The Whole Internet User's Guide and Catal og," the
paper covers the Internet's definition, history, adm nistration,
protocol s, financing, and current issues such as growh,

commerci alization, and privatization.

| nt roducti on

A conmonly asked question is "What is the Internet?" The reason such
a guestion gets asked so often is because there's no agreed upon
answer that neatly suns up the Internet. The Internet can be thought
about in relation to its conmon protocols, as a physical collection
of routers and circuits, as a set of shared resources, or even as an
attitude about interconnecting and intercomuni cation. Some conmon
definitions given in the past include:

* a network of networks based on the TCP/I P protocols,

* a community of people who use and devel op those networks,

* a collection of resources that can be reached fromthose
net wor ks.

Today's Internet is a global resource connecting mllions of users
that began as an experinment over 20 years ago by the U S. Depart nent
of Defense. Wile the networks that nake up the Internet are based on
a standard set of protocols (a nutually agreed upon nethod of

comuni cati on between parties), the Internet also has gateways to

net wor ks and services that are based on other protocols.
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To hel p answer the question nore conpletely, the rest of this paper
cont ai ns an updated second chapter from"The Wole Internet User's
Gui de and Catal og" by Ed Krol (1992) that gives a nore thorough
expl anation. (The excerpt is published through the gracious

perm ssion of the publisher, OReilly & Associates, Inc.)

The Internet (excerpt from"The Wwole Internet User's Quide and
Cat al og")

The I nternet was born about 20 years ago, trying to connect together
a U S. Defense Departnent network called the ARPAnet and vari ous
other radio and satellite networks. The ARPAnet was an experi ment al
network designed to support mlitary research--in particular,
research about how to build networks that could w thstand parti al

out ages (like bonb attacks) and still function. (Think about this
when | describe how the network works; it may give you sone insight
into the design of the Internet.) In the ARPAnet nodel, comrunication
al ways occurs between a source and a destination conputer. The
network itself is assuned to be unreliable; any portion of the
network coul d di sappear at any nonent (pick your favorite

cat ast rophe--these days backhoes cutting cables are nore of a threat
than bonbs). It was designed to require the m ninum of information
fromthe conputer clients. To send a nessage on the network, a
conmputer only had to put its data in an envel ope, called an Internet
Protocol (1P) packet, and "address" the packets correctly. The
comuni cating conputers--not the network itself--were also given the
responsibility to ensure that the comruni cati on was acconplished. The
phi | osophy was that every conputer on the network could talk, as a
peer, wth any other conputer.

These deci sions may sound odd, |ike the assunption of an "unreliable”
networ k, but history has proven that nost of them were reasonably
correct. Although the Organization for International Standardization
(1SO was spending years designing the ultimte standard for conputer
net wor ki ng, people could not wait. Internet developers in the US, UK
and Scandi navi a, responding to nmarket pressures, began to put their

| P software on every conceivabl e type of conmputer. It becanme the only
practical method for conputers fromdifferent nmanufacturers to
communi cate. This was attractive to the governnment and universities,
whi ch didn't have policies saying that all conmputers nust be bought
fromthe sane vendor. Everyone bought whichever conputer they |iked,
and expected the conputers to work together over the network.

At about the sane tinme as the Internet was com ng into being,

Et hernet | ocal area networks ("LANs") were devel oped. This technol ogy
mat ured quietly, until desktop workstations becane avail abl e around
1983. Most of these workstations cane with Berkeley UN X, which

i ncluded I P networking software. This created a new demand: rather
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than connecting to a single large tinmesharing conputer per site,
organi zati ons wanted to connect the ARPAnet to their entire | ocal



network. This would allow all the conputers on that LAN to access
ARPAnet facilities. About the same tine, other organizations started
buil ding their own networks using the sane comuni cati ons protocols
as the ARPAnet: nanely, IP and its relatives. It becane obvi ous that
if these networks could tal k together, users on one network could
communi cate with those on anot her; everyone woul d benefit.

One of the nost inportant of these newer networks was the NSFNET
commi ssioned by the National Science Foundation (NSF), an agency of
the U.S. governnent. In the late 80's the NSF created five
superconputer centers. Up to this point, the world' s fastest

conmput ers had only been avail abl e to weapons devel opers and a few
researchers fromvery large corporations. By creating superconputer
centers, the NSF was nmaki ng these resources avail able for any
scholarly research. Only five centers were created because they were
S0 expensive--so they had to be shared. This created a comruni cations
probl em they needed a way to connect their centers together and to
allow the clients of these centers to access them At first, the NSF
tried to use the ARPAnet for comrunications, but this strategy failed
because of bureaucracy and staffing probl ens.

In response, NSF decided to build its own network, based on the
ARPAnet's I P technology. It connected the centers with 56,000 bit per
second (56k bps) tel ephone Iines. (This is roughly the ability to
transfer two full typewitten pages per second. That's slow by
nodern standards, but was reasonably fast in the md 80's.) It was
obvi ous, however, that if they tried to connect every university
directly to a superconputing center, they would go broke. You pay for
these tel ephone lines by the mile. One |ine per canpus with a
superconputing center at the hub, |ike spokes on a bi ke wheel, adds
up to lots of mles of phone |lines. Therefore, they decided to create
regi onal networks. In each area of the country, schools would be
connected to their nearest neighbor. Each chain was connected to a
superconmput er center at one point and the centers were connected
together. Wth this configuration, any conputer could eventually
communi cate with any other by forwarding the conversation through its
nei ghbors.

This solution was successful --and, |ike any successful solution, a
time came when it no | onger worked. Sharing superconputers al so

al l oned the connected sites to share a | ot of other things not
related to the centers. Suddenly these schools had a world of data
and col |l aborators at their fingertips. The network's traffic

i ncreased until, eventually, the conputers controlling the network
and the tel ephone |ines connecting them were overloaded. In 1987, a
contract to manage and upgrade the network was awarded to Merit
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Network Inc., which ran M chigan's educational network, in
partnership with 1BMand MCI. The old network was replaced with
faster telephone lines (by a factor of 20), with faster conputers to
control it.

The process of running out of horsepower and getting bigger engines



and better roads continues to this day. Unlike changes to the highway
system however, nost of these changes aren't noticed by the people
trying to use the Internet to do real work. You won't go to your
office, log in to your conputer, and find a nmessage saying that the
Internet will be inaccessible for the next six nonths because of

i mprovenents. Perhaps even nore inportant: the process of running out
of capacity and inproving the network has created a technology that's
extrenely mature and practical. The ideas have been tested; problens
have appeared, and probl ens have been sol ved.

For our purposes, the nost inportant aspect of the NSF' s networking
effort is that it allowed everyone to access the network. Up to that
poi nt, Internet access had been available only to researchers in
conput er science, government enployees, and governnent contractors.
The NSF pronoted uni versal educational access by fundi ng canpus
connections only if the canpus had a plan to spread the access
around. So everyone attending a four year college could becone an

| nternet user.

The demand keeps grow ng. Now that nost four-year colleges are
connected, people are trying to get secondary and primary school s
connect ed. Peopl e who have graduated from col | ege know what the
Internet is good for, and talk their enployers into connecting
corporations. All this activity points to continued grow h,
net wor ki ng probl ens to solve, evolving technol ogies, and job security
for networkers.

What Makes Up the Internet?

What conprises the Internet is a difficult question; the answer
changes over tinme. Five years ago the answer woul d have been easy:
“"Al'l the networks, using the IP protocol, which cooperate to forma
seam ess network for their collective users.” This would include
vari ous federal networks, a set of regional networks, canpus

net wor ks, and sone foreign networks.

More recently, sonme non-|P-based networks saw that the Internet was
good. They wanted to provide its services to their clientele. So they
devel oped net hods of connecting these "strange" networks (e.g.,
Bitnet, DECnets, etc.) to the Internet. At first these connections,
call ed "gateways", nmerely served to transfer electronic mail between
the two networks. Sone, however, have grown to translate other
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services between the networks as well. Are they part of the Internet?

Maybe yes and maybe no. It depends on whether, in their hearts, they
want to be. If this sounds strange, read on--it gets stranger.

Who Governs the |Internet?

In many ways the Internet is like a church: it has its council of

el ders, every nenber has an opinion about how things should work, and
you can either take part or not. It's your choice. The Internet has
no president, chief operating officer, or Pope. The constituent



net wor ks nmay have presidents and CEO s, but that's a different issue;
there's no single authority figure for the Internet as a whole.

The ultimate authority for where the Internet is going rests with the
Internet Society, or 1SOCC. I1SOC is a voluntary nmenbership

or gani zati on whose purpose is to pronote gl obal information exchange
through Internet technology. (If you' d like nore information, or if
you would like to join, contact information is provided in the "For
More I nformation" section, near the end of this docunment.) It
appoints a council of elders, which has responsibility for the
techni cal managenent and direction of the Internet.

The council of elders is a group of invited volunteers called the
Internet Architecture Board, or the 1AB. The I AB neets regularly to
"bl ess” standards and allocate resources, |ike addresses. The

I nternet works because there are standard ways for conputers and
software applications to talk to each other. This allows conputers
fromdifferent vendors to conmuni cate without problens. It's not an
I BMonly or Sun-only or Macintosh-only network. The IAB is
responsi bl e for these standards; it decides when a standard is
necessary, and what the standard should be. Wen a standard is
required, it considers the problem adopts a standard, and announces
it via the network. (You were expecting stone tablets?) The | AB al so
keeps track of various nunbers (and other things) that nust remain
uni que. For exanpl e, each conmputer on the Internet has a unique 32-
bit address; no other conputer has the same address. How does this
address get assigned? The | AB worries about these kinds of problens.
It doesn't actually assign the addresses, but it makes the rules
about how to assi gn addresses.

As in a church, everyone has opinions about how things ought to run.

I nternet users express their opinions through neetings of the

I nt ernet Engi neering Task Force (I ETF). The I ETF i s another vol unteer
organi zation; it meets regularly to discuss operational and near-term
techni cal problenms of the Internet. Wien it considers a problem

i nportant enough to nerit concern, the |IETF sets up a "working group"
for further investigation. (In practice, "inportant enough" usually
nmeans that there are enough people to volunteer for the working
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group.) Anyone can attend | ETF neetings and be on working groups; the
important thing is that they work. Wrking groups have nmany different
functions, ranging from produci ng docunentation, to deciding how

net wor ks shoul d cooperate when problens occur, to changing the
nmeani ng of the bits in sone kind of packet. A working group usually
produces a report. Depending on the kind of recommendation, it could
just be docunentation and nmade avail able to anyone wanting it, it
coul d be accepted voluntarily as a good idea which people follow, or
it could be sent to the 1AB to be decl ared a standard.

If you go to a church and accept its teachings and phil osophy, you
are accepted by it, and receive the benefits. If you don't like it,
you can | eave. The church is still there, and you get none of the
benefits. Such is the Internet. If a network accepts the teachings of



the Internet, is connected to it, and considers itself part of it,
then it is part of the Internet. It will find things it doesn't like
and can address those concerns through the | ETF. Some concerns may be
considered valid and the Internet may change accordingly. Some of
the changes may run counter to the religion, and be rejected. If the
net wor k does sonething that causes damage to the Internet, it could
be exconmunicated until it nends its evil ways.

Who Pays for It?

The old rule for when things are confusing is "follow the noney."
Well, this won't help you to understand the Internet. No one pays for
"it"; there is no Internet, Inc. that collects fees fromall Internet
net wor ks or users. |Instead, everyone pays for their part. The NSF
pays for NSFNET. NASA pays for the NASA Science Internet. Networks
get together and deci de how to connect thensel ves together and fund
these interconnections. A college or corporation pays for their
connection to sone regi onal network, which in turn pays a national
provider for its access.

What Does This Mean for Me?

The concept that the Internet is not a network, but a collection of
networks, nmeans little to the end user. You want to do sonethi ng
useful : run a program or access sone uni que data. You shouldn't have
to worry about howit's all stuck together. Consider the tel ephone
system-it's an internet, too. Pacific Bell, AT&T, MC, British

Tel ephony, Tel ef onos de Mexico, and so on, are all separate
corporations that run pieces of the tel ephone system They worry
about how to make it all work together; all you have to do is dial.

If you ignore cost and comercials, you shouldn't care if you are
dealing with MCl, AT&T, or Sprint. Dial the nunmber and it works.
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You only care who carries your calls when a problemoccurs. If
somet hi ng goes out of service, only one of those conpanies can fix
it. They talk to each other about problens, but each phone carrier is
responsi ble for fixing problens on its own part of the system The
same is true on the Internet. Each network has its own network
operations center (NOC). The operation centers talk to each other and
know how to resol ve problens. Your site has a contract with one of
the Internet's constituent networks, and its job is to keep your site
happy. So if something goes wong, they are the ones to gripe at. |If
it'"s not their problem they'll pass it al ong.

What Does the Future Hol d?

Finally, a question | can answer. It's not that | have a crystal bal
(if I didI1l'd spend ny tine on Wall Street instead of witing a
book). Rather, these are the things that the | AB and the | ETF di scuss
at their nmeetings. Mdst people don't care about the |ong discussions;
they only want to know how they' Il be affected. So, here are



hi ghl i ghts of the networking future.
New St andard Protocol s

When | was tal ki ng about how the Internet started, | nentioned the

I nternational Standards Organization (1SO and their set of protocol
standards. Well, they finally finished designing it. Nowit is an

i nternational standard, typically referred to as the | SO GSI (Open
Systens |Interconnect) protocol suite. Many of the Internet's
conmponent networks allow use of OSI today. There isn't much denmand,
yet. The U. S. governnent has taken a position that governnent

conmput ers should be able to speak these protocols. Many have the
software, but few are using it now.

It's really unclear how nuch demand there will be for QOSI

not wi t hst andi ng the governnent backi ng. Many people feel that the
current approach isn't broke, so why fix it? They are just becom ng
confortable with what they have, why should they have to | earn a new
set of commands and term nol ogy just because it is the standard?

Currently there are no real advantages to noving to OSI. It is nore
conplex and | ess mature than I P, and hence doesn't work as
efficiently. OSI does offer hope of sone additional features, but it

al so suffers fromsone of the sane problens which will plague IP as
the network gets nuch bigger and faster. It's clear that sone sites
will convert to the OSI protocols over the next few years. The

guestion is: how many?
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I nt ernati onal Connecti ons

The I nternet has been an international network for a long tinme, but

it only extended to the United States' allies and overseas mlitary
bases. Now, with the | ess paranoid world environnment, the Internet is
spreadi ng everywhere. It's currently in over 50 countries, and the
nunber is rapidly increasing. Eastern European countries |onging for
western scientific ties have wanted to participate for a long tine,
but were excluded by governnent regul ation. This ban has been

rel axed. Third world countries that formerly didn't have the nmeans to
partici pate now view the Internet as a way to raise their education
and technol ogy | evels.

In Europe, the devel opnent of the Internet used to be hanpered by
national policies nmandating OSI protocols, regarding IP as a cultural
threat akin to EuroDisney. These policies prevented devel opnent of

| arge scale Internet infrastructures except for the Scandi navi an
countries which enbraced the Internet protocols |ong ago and are

al ready well-connected. In 1989, RIPE (Reseaux |P Europeens) began
coordi nating the operation of the Internet in Europe and presently
about 25% of all hosts connected to the Internet are |ocated in

Eur ope.



At present, the Internet's international expansion is hanpered by the
| ack of a good supporting infrastructure, nanely a decent tel ephone
system In both Eastern Europe and the third world, a state-of-the-
art phone systemis nonexistent. Even in major cities, connections
are limted to the speeds available to the average honme anywhere in
the U S., 9600 bits/second. Typically, even if one of these countries
is "on the Internet,” only a few sites are accessible. Usually, this
is the major technical university for that country. However, as phone
systens i nprove, you can expect this to change too; nore and nore,
you'll see smaller sites (even individual hone systens) connecting to
the Internet.

Commerci al i zati on

Many bi g corporations have been on the Internet for years. For the
nost part, their participation has been |linmted to their research and
engi neering departnents. The sanme corporations used sone ot her
network (usually a private network) for their business

communi cations. After all, this IP stuff was only an academ c toy.
The | BM mai nfranes that handl ed their commercial data processing did
the "real" networking using a protocol suite called System Network
Architecture (SNA).

Busi nesses are now di scovering that running nultiple networks is
expensi ve. Some are beginning to ook to the Internet for "one-stop"
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Pr i

net wor k shoppi ng. They were scared away in the past by policies which
excl uded or restricted conmercial use. Many of these policies are
under review and will change. As these restrictions drop, comrerci al
use of the Internet will becone progressively nore conmon.

This shoul d be especially good for snmall busi nesses. Mdtorola or
Standard Q| can afford to run nati onwi de networks connecting their
sites, but Ace Custom Software couldn't. If Ace has a San Jose office
and a Washington office, all it needs is an Internet connection on
each end. For all practical purposes, they have a nationw de
corporate network, just like the big boys.

vati zati on

Ri ght behind conmercialization cones privatization. For years, the
net wor ki ng conmunity has wanted the tel ephone conpani es and ot her
for-profit ventures to provide "off the shelf" |IP connections. That
is, just like you can place an order for a tel ephone jack in your
house for your tel ephone, you could do this for an Internet
connection. You order, the tel ephone installer |eaves, and you pl ug
your conputer into the Internet. Except for Bolt, Beranek and Newnan,
the conpany that ran the ARPAnet, there weren't any takers. The

t el ephone conpani es have historically said, "W'll sell you phone
lines, and you can do whatever you like with them" By default, the
Federal governnment stayed in the networking business.



Now t hat | arge corporations have becone interested in the Internet,

t he phone conpani es have started to change their attitude. Now they
and other profit-oriented network purveyors conplain that the
government ought to get out of the network business. After all, who
best can provide network services but the "phone conpanies"? They' ve
got the ear of a lot of political people, to whomit appears to be a
reasonabl e thing. If you talk to phone conpany personnel, many of
themstill don't really understand what the Internet is about. They
ain't got religion, but they are studying the Bible furiously.

(Apol ogi es to those tel ephone conpany enpl oyees who saw the |ight
years ago and have been trying to drag their enployers into church.)

Al t hough nost people in the networking community think that
privatization is a good idea, there are sone obstacles in the way.
Most revol ve around the funding for the connections that are already
in place. Many school s are connected because the governnent pays part
of the bill. If they had to pay their own way, sone schools would
probably decide to spend their noney el sewhere. Major research
institutions would certainly stay on the net; but some snaller
col |l eges m ght not, and the costs woul d probably be prohibitive for
nost secondary schools (let alone grade schools). Wat if the school
could afford either an Internet connection or a science lab? It's
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uncl ear which one would get funded. The Internet has not yet becone a
"necessity" in many people's mnds. Wen it does, expect
privatization to come quickly.

Wel |, enough questions about the history of the informtion highway
system It's time to walk to the edge of the road, try and hitch a
ride, and be on your way.
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Security Consi derations
Security issues are not discussed in this neno.
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